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Concept Note: 
This round table aims at initiating discussions on issues related to Internet Governance in a 
multistakeholder format. DeitY invites all relevantstakeholders to participate in a round table on 
WHOIS related technical and policy issues, as well as express their views on concerns and possible 
options. 
 
WHOIS data is collected by Registrars at the time Registrants (individual users / organizations) 
register for a new domain name. WHOIS is a double-edged sword in the domain-name space. On 
one hand, accurate WHOIS data leads to benefits for anyone (including Law Enforcement Agencies) 
to easily check the identity of an entity that is operating an Internet domain name. On the other 
hand, privacy concerns might arise for some Registrants (who wish to keep their identity private) as 
a result of obligation to provide accurate WHOIS data (that includes contact information like Postal 
Address, Email Address and Telephone number). Hence the theme of this round table is “WHOIS 
Accuracy v/s Privacy”. 
 
 
Round Table Objectives: 
DeitY, the Indian nodal department on issues related to Internet Governance, proposes to conduct a 
round table on “WHOIS related issues”in order to: 
 

1. Facilitate formulation ofDeitY’s viewpoint/stand on issues related to WHOIS at ICANN(the 
organization that formulates worldwide WHOIS policies for gTLDs along with their 
implementation/enforcement).  
 

2. Seekinput from stakeholders on WHOIS related tracks currently underway at ICANN and IETF. 
 

3. Initiate deliberations between all stakeholders that will shape India’s long-term strategic 
approach towards the current WHOIS issues as well as their technical/policy implications.  
 

4. Identify the best way forward for WHOIS related policies and technologies for .IN Registry. 



 
 
Background and Introduction: 

GAC Public Safety Working Group (PSWG): 
PSWG is an internal working group of the Governmental Advisory Committee (GAC) of ICANN. The 
focus of the PSWG is on those aspects of ICANN’s policies and procedures that raise questions or 
have implications for the safety of the public, in connection with their use of the Internet. WHOIS 
is one of the core areas of interest of GAC PSWG. Terms of Reference as well as a briefing 
document for GAC PSWG are attached for reference of stakeholders. 

WHOIS: 
Domain name registration data (DNRD), popularly called WHOIS is collected by Registrars at the 
time Registrants register for a new domain name. Registrants need to provide various types of 
data to the Registrar (including contact details like Postal Address, Email Address and Telephone 
number). Instead of having discussions onICANN’s all 14 WHOIS tracks, the round table intends to 
have deliberations on the selective WHOIS tracks that fit in the discussion of the round table 
theme: “WHOIS Accuracy vs Privacy”: 

 
Accuracy: 

1. WHOIS Accuracy Reporting System 
 

2. Cross-Field Address Data Validation Requirements 
 

3. Review of 2013 Registrar Accreditation Agreement (RAA) WHOIS Accuracy Program 
Specification 
 
Privacy: 

4. Privacy/Proxy Service Provider Accreditation issues 
 

5. WHOIS Conflicts with National Privacy Laws 
 
Other currently important WHOIS areas:  

6. Implementation of Thick WHOIS in gTLDs 
 

7. Next generation new gTLD Directory Services (proposed successor to WHOIS) 
 
 

Discussion Points: 
In order to facilitate fruitful and result-oriented deliberations, please find below a list of 
points/questions w.r.t. WHOIS: 

1. Users/Purposes: Who should have access to gTLD registration (WHOIS) data and for what 
purpose? 



 
2. Gated Access: What steps should be taken to control data access for each user/purpose? 

 
3. Data Accuracy: What steps should be taken to improve data accuracy?  

 
4. Data Elements: What data should be collected, stored, and disclosed?  

 
5. Privacy: What steps are needed to protect data and privacy?  

 
6. Coexistence: What steps should be taken to enable next-generation RDS coexistence with and 

replacement of the legacy WHOIS system?  
 

7. Compliance: What steps are needed to enforce these policies?  
 

8. System Model: What system requirements must be satisfied by any next-generation RDS 
implementation?  
 

9. Cost: What costs will be incurred and how must they be covered?  
 

10. Benefits: What benefits will be achieved and how will they be measured?  
 

11. Risks: What risks do stakeholders face and how will they be reconciled? 
 
 

 
Expected Outcomes of the Round Table: 
 
At the end of the round table we expect to: 
 

1. Sensitize the stakeholder communities on technical and policy issues pertaining to WHOISat 
international fora. 

 
2. Assimilate the stakeholder viewscollated during the round table into a draft India approach 

paper. 
 

3. Encourage individual stakeholders/communities to participate in open public comment 
consultation opportunities at international fora like ICANN etc. 
 

Upcoming public comment consultation opportunities related to WHOIS: 
 

1. Next generation new gTLD directory Services:  
This public comment proceeding seeks to obtain community input on the new Preliminary 
Issue Report concerning “Next-Generation gTLD Registration Directory Services (RDS) to 
Replace WHOIS”. Last date for submitting comments is:6th September 2015. Please refer to 



following for more detail: 
a. https://www.icann.org/public-comments/rds-prelim-issue-2015-07-13-en 
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